Detailed Specification 

1. Laptop

· 7th Gen Intel® Core™ i7

· Windows 10 Pro 64bit English (with Licence & Media)

· MS Office 2016 (with Licence & Media)

· 8GB RAM

· 500GB HDD (7200rpm)

· 15” screen size

· Ultra-light weight

· HDMI, USB, Network and other related ports

· Docking station with intelligent power/charging management, cooling and USB ports.

· DVD RW/Blu-ray media drive
· Silver/Black colour
· High Quality branded carrying case (light weight) (Sample (returnable) has to be submitted to SDF along with quotation)

· Branded with warranty will be given preference

2. Firewall

Hardware & Software (Appliance Based)

Specifics Features

· Memory: 8 GB

· Flash: 8 GB

· Dedicated management port: Yes, 1GE w/Console Cable
· USB 2.0 ports: 2

· Serial ports: 1 RJ-45 console

· Hard drive capacity: 120 GB

· Integrated I/O: 8-port 10/100/1000

· Expansion I/O: 6 port 10/100/1000 or 6 port GE
· Firewall Throughput (Min. 5 Gbps)

· Connections Per Second ( Min. 25,000)

· Concurrent Sessions( 10,00,000)

· IPS Throughput (1 Gbps)

· NGFW Throughput (Min. 1.5 Gbps)

· CPUs-1/physical cores-4/virtual cores 8(Latest)

· Storage ( Min. 500 GB)

· Memory Options (32 GB)

· Data Link (WAN Failover+)

· Central Management

· Data Loss Prevention (DLP)

· VPN (IPSec, PPTP, L2TP, SSL, Site to Site Tunneling)

· Application Control/ HTTP

· VOIP QOS/Traffic Shaping

· NW Traffic Monitor

· High Availability (HA) Active-Active

· Link Aggregation/Redundant Ports for HA

· WAN Optimization, Web Caching

· Explicit Proxy

· Dynamic Routing/ Policy Routing

· Switch Controller (Access)

· Wireless Controller

· SSL Content Inspection / HTTPS/SSH

· SSL Offloading 

· User/Device based Policies

· AV Quarantine

· DoS Protection

· DLP Fingerprinting

· Vulnerability Scan

· Endpoint Control

· Multi-Vector Attack Protection with real-time alerts to administrators. 

· Types of attack-denial-of-service (DoS) attacks, fragmented attacks, replay, attacks, malformed packet attacks, etc

· Attack protection features- TCP stream reassembly, traffic normalization, DNSGuard, FloodGuard, FragGuard, MailGuard, IPVerify, and TCP intercept

· The Firewall Solution should be Appliance/Hardware Based.

· Number of virtual instances included - 2nos

· Power supplies – redundant (Dual)

· 8 No’s. 1Gbps Network Interface (Minimum)

· Hardware Scalability benchmark (should have appropriate supported hardware capabilities)

· Hardware Monitoring tools for Email alerts/Log Servers 

Warranty & Service

Services Installation, Implementation and Configuration with one-year support on parts and services including, but not limited to, 24 -hour, 7 days a week, advanced Support with Onsite Service, including hardware supports (repair or replacement), configuration and other advanced services for the proposed equipment.

Installation shall be completed within thirty (30) calendar days from receipt of Notice to Proceed Shall ensure seamless and stable connectivity without signal loss or intermittent transmission within the entire premises of the SDF. 

3. STRUCTURED LAN CABLING in SDF Office

Main Objective

One (1) Lot Structured LAN Cabling including all consumables and roughing-ins (RJ-45, End-Point boxes) & related materials of reputed brand installation & configuration in SDF office premises.
General Requirements & Components
· Supply, delivery, and installation of CAT6e cabling each from Server room & 2nd Floor distribution switch to End-Points (Access points & End Users).

· Supply, delivery, and installation of CAT6 UTP cables from 10 Access points to Server room.

· Supply and installation of internal wiring with proper casing/capping in SDF.

· Supply and delivery of patch panel with LC connectors on each End Point.

· Supply and delivery of required patch cords.

· Supply and delivery of ports patch panel with cable manager on each End-Point.

· Attach architectural layout/design on your proposal and system configuration.

· Indicate security and office protocol

· Structured or Horizontal Cabling

· Patch Panels, Wall Mounts, Racks

· Surface Mount, Wall Plate, Patch Cables

· Backbone Cabling, Suite-to-Suite, Wireless Point-to-Point

· Cable Management, Trays and Runners

Warranty & Service

1 year warranty on parts and services including, but not limited to, 24 -hour, 7 days a week, advanced Support with Onsite Service, including hardware supports (repair or replacement), configuration and other advanced services for the proposed equipment:

Installation shall be completed within thirty (30) calendar days from receipt of Notice to Proceed Shall ensure seamless and stable wireless connectivity without signal loss or intermittent transmission within the entire premises of the SDF. 

Office premises can be visited during office hours (Mon-Fri) 9 a.m. to 5:30 p.m. for premises and installation evaluation

4. Consultant for ERP
SDF would like to implement Enterprise Resource Planning (ERP) for integrating all of its operations and business processes.

Objective of the assignment:

In order to implement ERP, SDF seeks services from interested, qualified, and experienced consultants (individual or firm) to draft terms of reference (ToR) including detailed specifications for prospective ERP solution provider and prepare complete set of bidding documents (e.g. RFP etc.) for ERP vendors. 
Duration

The assignment shall be for a short period of time. The exact duration shall be as agreed upon mutually.
Price/Payment

The consultant shall quote a lumpsum fee for the assignment. The payment terms shall be as agreed mutually.
Qualification & Experience
· Bachelor’s Degree or equivalent in computer engineering or IT related fields;

· Sound knowledge of ERP and experience in working with ERP environment;
· Experience in working with ERP solution provider shall be an added advantage
· Experience in drafting ToR and bidding documents for international organizations
· Experience in the usage of computers and office software packages.
Deliverables:

· Final Terms of Reference acceptable to SDF
· Complete set of bidding documents
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